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A Method for Diagnosing the Causes of Performance Issues in
Distributed Systems Based on the Interpretability of Machine Learning

Hirorumi TsuruTATH®  Yuukt TsuBoucHif!:12:b).¢)

Abstract: To respond to various demands from users, the configuration of distributed systems becomes
more complex. In addition, the system configuration is changing faster due to more frequent changes in the
system. Since these factors increase the time required to identify the cause of performance issues, a rapid
method for diagnosing the cause is necessary. A previous method is to apply machine learning to metrics,
which are time-series data that indicate the system performance. However, since deep learning, which takes
a long time to train, is used as the model, it is necessary to train the model before an anomaly occurs. Since
the number of metric series used as input to the model is fixed, if the number of series changes due to a change
in the system configuration, a new model must be trained. As a result, it is difficult to diagnose the cause of
issues by quickly following changes in the system configuration. One solution is to use a lightweight machine
learning model that can be trained quickly, and train after the anomaly is detected. However, lightweight
models have less expressive power than deep learning model, which may result in lower diagnostic accuracy.
On the other hand, in the field of the interpretability of machine learning, methods for calculating the con-
tribution of features to the model prediction have been studied, and these have been shown to be useful in
diagnosing causes. In this paper, we propose a method for diagnosing the cause of issues using a lightweight
machine learning model and Shapley value, which has attracted attention as an interpretation method for
machine learning. The proposed method can always reflect the current configuration even when the system
configuration is frequently changed. We also investigate whether the diagnosis accuracy can be improved
by using the Shapley value. The experimental results show that the proposed method identifies the causal
metric series to the top 1 with 44.8% accuracy and to the top 3 with 82.3% accuracy.
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*4 cAdvisor: https://github.com/google/cadvisor/
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U 7.

BEFF BREEE TV E UT, BEBRIMIAL<HY
LbNTEY, E#IZFENIHER PCA 2z H\W., £/,
VY —TVAEDRIZIE, HOPDIEMFEETIVIC
JE FH AT RE 7 Kernel SHAP % fi\M /2. Kernel SHAP D3
BEEEAT D012, YIVF a7 CTUHFEITEER
ShapPack*10% A\ 7=,

R=ZAFAVETBFENR-—ATA VETHFELELT,
F9, RETFENEKNZWIZ PCA 2BRHATZZ DA
% B9 % 72D Gaussian Based Thresholding (GBT)
ZHWZFE [23) @ HWS. GBT 2 HWWZFEIE, A B
Vw7 DRIIZ & DIEFRFDE-YIME & B RO FEIIED 2%
DEBREANOBEBRE E UTRRNZWEZITS. )IZ, REF
ENRENBWCY Y —T VA2 BHAT2 2 DAEMEE
TG B 722, PCA OFMEGEEZ HWAZFiE [24] =
3. PCA OFEMGRE % AWZFEIL, PCA BHEH
FTBHAN) YT T DFHMEL ERIE L DFRETH S Hi
BERE T BEAOEBE & UTHERZH 2175,

FHEER IREFIEORRZWH O E 2 FHli§ 5 2012
Top-k #ifE % FW 7z, Top-k fiEIL, RREZEA N Y
IDRAN N k BHETIZHDMRTHD. k DHIZIE,
BEEE [5,10,11] OEBRTH@EL THRHAIN TV D k=1
B&U k=3 &AWV,

ZEHOMNEIHT S GitHub U ARY b YIS ICF]
AULAEY—=Aa—=—RBLUT—2LYy hEAALTWS.
TRty NEERTDEODY AT AEFEMIC GitHub
DRY N)H2IZAB LTS,

4.3 EOWRFERE DFEM
REFEORKZ B ORSE % 34 % 72012, Sock Shop
RT3V 7FD>5H 8D YT I CPU @A
BLIUOAERV) -V ORELHEHTIEBREZNTNG6 A
T O o725 96 DT —&IZx LT, Top-1 HEB L O
Top-3 KiEZ G L7z, 3.1 HiTkR7Z& DT, ZBHD~
DITIFEF U 72 30 D A Ny 72052l % & e d
LHENH D, KERIZBWTIE, 2B Z 1, 5, 10,

*10 ShapPack: https://github.com/tsurubee/shappack
*11 https://github.com/aidsre/shap-anomaly-diagnosis
*12 https://github.com/aidsre/meltria
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/ - PCA+EHAEE

2‘( --PCA+SHAP(RRF%)
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(b) Top-3 accuracy

2: ZWIHARIIZN 9 % Top-k KiEEDZAL

15 3 TS THEDMEZ 7o /2. HIRIE, ZWiH
N1 H0EE, BBELZ305DA NI Y IDDH, K
MEWHANDS 29 HEDA M)W 7 :22HFT—RE LTE
TWZASDL, BYVD1HBDA NI I EETIVIZELD
BHEDFHES L O SHAP 12X 2 HBNEDFEICH NS,
M 21, W% 238D Top-1 BES LU
Top-3 ¥EEDFAMAERTH 5. Top-1 ¥ES XU Top-3 ¥
L, RETHETHD PCA & SHAP # /- TEN R
HWEMNE <, I PCA L HHEGEREZ HWFiE, BE
IZGBT &2/, GBT Tld, A MUY 7 ZEIEHED
ZAEOKREIEZRDIFIETH D720, A MUy IDRIIM
OHEZEY HFEHBN. —F, PCAZHWS I LT, A
MUY 7 DORFIMOMBE%2ER L W RN alfeL 25, E
BEREIZB T2 3V TR, HEORY hT -2
X, FANLRDB /) —ROIEDD, A MY IDRY]
MIZHEZRED. DD, A MDY I7DRFIFOHEEZ
ZETE2 PCA ZHWAFEIX GBT ITHARTZM DK
ERENEEZLND. £/, PCA  HREKEEZHV
I RETE, BEORRE AR AN) Y ZORNEH L
7354, EFERICHENE NS4 MY v 7 OE#EKE
ERELRY, BEANOEMENG REE 6N &N
H5. SHAP # HW/~FHETI, 228ickRAEzy vy —7F
VA DMWY, EEEOHBEDEIIZX2MERHE
BRUT, [AxDARNYY Z7OEBIEZFETES. Zhi
XV, BEFHETHS SHAP 2 HO /2 FIESRE EH OB
WBELRS EEZLNS.
f—DOFENTOZEREL, ZERN 5 H05EEN
BRUEENEWVERERY, REFIETIE, Top-1 HEN
44.8 %, Top-3 ¥EEEMN 82.3 N ThH > 7-. BWKEIX, #ZW
WIS 5 bM< RBGER, BR<RBJIGHIKLTT D
Zebirorz. Tk, SEIOERTIE, EEEZHEL
TS5 RHBIZA N Y 7 2EEBLTND 2D, B
Mz 50 UABEM, &R50% &b & < KOzt
UTCIEHKE B DETES2OTHS. WM
50 &) R B, BMEEETIVICEZ %Y
TR BEREDT =2 NEEND 2D, ETINVDEEN
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Execution time (s)

A 2 3 4
Number of CPU cores

3: CPU 278U § 2 2 D24k

& 3: CPU 278 % 4 1Z3E L7z & DB MR DR

I H FEIFRE /5
PCA 0%¥ 0.002
SHAP IZ & 2 EHliRE DA 5.52
W 5.52

DELTATICHEMET TS, —H, 2W»5 4 &
DERLBo-5E, ETVIEFKROT—2DATHYE
TEX2EHED0D, BEANOHBREDOHEIZIEEROT — 4 M)
HGENDILIEIBENMETT S, ZHEHDFERMNS,
WA OFREL W DOREIC KIS BEL 55N
Dol EBEOYATAIBITDEREIINT2EY LD
WS, BB I ICEB RS20, BERIZIELZA N
Uy 7GR 2 R E T 2B ERHD. 20D
RIZDWTIESBOBEE T5.

4.4 EBUREERE LM

AT, REFEVPEERAZICEELZEGL TS
ZWHERZ R T ETOZMRE 23N 5. ERTIE, 2
Wi %z 5 2ICEE LT, CPUITEE LT AN Y
DRI G D IRETEOB MR % 30 U 7=,

X 31, FEIZHWS CPU I 7HEERLI /L ED
PR Z R LTS, A MY v ORI, Aiffios
Wik E DR MU 66 CTHEELAZ. X3 &Y, CPU O
TSNS 2 IZ DN TREFIEOBHIRHIE < 2o 7.
F7z, CPU I 78 % 4 IZIHE U ZBOZ B DO NER %= £
3ITRT. ZWEERNIZIE, 2 PCA OFMEE & SHAP
X BEMEOFERHMNEENS. £3 &Y, PCAD¥
BiZ2ms THY, BWRMICH U TORERMLETE S
FERNI WV, UEB->T, REFEOZHIRREIE, SHAP
WX DEBEDHBEIZEST ZRMEIZIEIAETHDI LS
Zb.

VAT AORRREZEB OB KIS, ZWIZHANS A -
Vw7 DRFIBIPERT BIGEIC, IREFIEOZWIRRE A
FEHIZINZ D 202 MERTD201Z, A ND v I7ORHE
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4: A MY 7 DRI 2 MrikE D ZE1L

IS R IREFEODMIREZ AL 2. A MUY 7 DFR
FIBAIMI /2T — 2 &R 272012, BiFoay 7
FOARNYY 7 EEHL, 32T FEREBRUACENSE
7. CPU I7HUL4 CHEELZET, A MU wIDRIIEK
EREMNIE /2L EOREFIEODWEHZ2X 41287, X
4 XY, ANV IORFBOBENMIZLE, BEriEE A
U7z, ZOZEREIEL, ANV Y27 ORFED 1500 D
& EIT 197 s, RHVEAY 2000 D& FIZ314s TH 72,
SO, VAT AEHENBRENL Y AT ARE
HXEAERIEHTIZ 2T LTS 72, Lk
MIFENZ ENEEND. —FH, VAT LAEBRENEER
HOBHENZLRDOE, FHTHEIHOEE /TS KEHEZERT
5L, ZHRHEZRBRATRE T IELIHBEIEIRV. i,
Google Cloud*3»3 % — ¥ 2D FHEMREIZBI L THIAE &
DHEITHERELU /2 SLA (Service Level Agreement) [25] 12 &
5Y, 550UNTHNIEY —CADEIEIAR & AR L T
BV, IhoaEERD L, DWREIL 5 2 IABNEART
Hd. RERTIK, £IAVTFRL6HDA NV IDR
FIZRFLTWBE 72, ANY Y TDORINED 1500 D
Al 250 D a> 57, 2000 DA 333 DIV T F
THIKIND VAT AIHEYE TS, K4 &Y, 333D
VIS TR I NG Y AT LADEE, LEERIE s %8
A3, AVTFED 200 REDY AT LA THIUE, ZHK
I3 N THD Zebhro/z. UL->T, aVTF
FHAHI 300 & D KEVY AT ARG U ZREZ W %17
5720121, SHAP IZ X2 EMEDFH A % mdbd 5 HH
BHd. TORIZOWTIESHROPEL T 5.

5. FEHESHRDRE

AFSCTIE, FH OB 2RI B 2 E T T )
DEBFREGTY, Y —TVAEEHCTETANLELN
LPRERIINTIEA NI Y VOHBREZEH T L
T, BEORHNZW 2175 FEERET LS. REFIETE

*13 Google Cloud: https://cloud.google.com/
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ETFIINVOEYEEHIITOTICEERANZIZITS 720, ¥
AT DO BEBICEE T 556 TEHHICTRONRK %
MU 722 TES. v 70— ADFT A MRy R
BB TR 2 1T 2 EROMEE, 2k o® e M
YT R 7256, REFHRIEFOBRARRKNO A N) v o
DRF % 44.8%DKEE T AL 1 ALIZ, 82.3%DKEE T LA
SMLANIZRFETE D Z L 2R L. F£/2, DWEEH O
PSRN S, BEFERITI VT FED 200 BEDY AT
LATHNE, 3ALANICBHHRERET I LNTEEZ L
ZRU7Z.

REFEODWREEIL, BHROREIZKRE KHET
L EWERMPLHLMIR o0, S5I1F, BEBRA
BIZEAFU 72 A MY w 70 b2 %2 3% e 9 2
THEERFTS. BARMIZIE, 2skEE AV TEED
FAMAREM A2 HEE T 2 Z L TR 2 BB T&RE T 2 1k
A ETS. 72, BREFIEZ LVHEREZERKREIV
DY AT MG X2 72012, SHAP I & 2 EHikE
DFAEZ ESEbT 2 FEEZ MR 5. BAENIZIE, HkE
ZRDxwy N — 7 WEOBREFHIAFE UTHEHTS
Z YT SHAP IZ X2 EMEDHE %2 EE LTI RV
;B X5, 21 HTHEITZHNBET S 72HWET S
0 —F L REFIEDO DML O LLIREHE 2 171, B DI
R 2 RESTICRRE 82 A M)y 7OREDAIZH

HeKd e T, ZMBEZSOONIDEHRT 5.
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