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$ useradd username -G wheel
2. )\ AT — RZ&TE

$ passwd username

3. SUUODRTEZZEET D

$ visudo
%wheel ALL=(ALL) ALL —IAKNFOM=ZEBET

4. sshTrootOdT 1 > =293

$ vi /etc/ssh/sshd_config B
PermitRootLogin no «—yesZznolcZ XD

5. sshdZz EBicH}

$ service sshd restart
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$ sudo vi /etc/ssh/sshd_config
Port 10022

2. sshdZ=HBicE)

$ sudo service sshd restart
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$ sudo vi /etc/ssh/sshd_config
PubkeyAuthentication yes — NHBEEREIAR)
PasswordAuthentication no «— )\ D — REFEEFESD

$ sudo service sshd restart
3. IR—AlC.ssh7o LT MUZVER. I\—=wS 3> 35TE
$ cd ; mkdir .ssh
$ chmod 700 .ssh
4. .sshlCauthorized_keysJ 7 -1 JL%Z{ERK
NBISRARTT
$ cd .ssh
$ cat >authorized_keys
$ chmod 600 authorized_keys
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$ sudo /etc/rc.d/init.d/iptables restart
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*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

#

-A INPUT -i lo -j ACCEPT

-A INPUT -p icmp - ACCEPT

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

#

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT
#

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

#

COMMIT



&% : statelcDWT ¢ SAKURA Internet

———-——

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
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