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Traditional Computing
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Require Network Component of The Cloud Computing Environment
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laaS M PaaS M SaaS

Source: IDC Japan, 7/2009

*laaS: Infrastructure as a Service PaaS: Platform as a Service SaaS: Software as a Service
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Traditional Router hardware
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Firewall Appliance

VPN Appliance

SPAM Appliance

E-Mail Appliance

VOIP Appliance

Anti-Virus Appliance

Search Appliance

Integration Appliance

- One-to-one ratio of function to device
 Support from multiple sources
- Inefficient utilization of hardware
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Firewall Virtual Appliance
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VPN Virtual Appliance

SPAM Virtual Appliance

E-Mail Virtual Appliance

VOIP Virtual Appliance

Anti-Virus Virtual Appliance

.

Search Virtual Appliance
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Integration Virtual Appliance

Pools of computing resources

Standardize on preferred hardware

Simplify operational support

Decrease footprint of each solution

Hardware support from preferred vendor

Efficient utilization of hardware
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@ I'-é cks FJEI ce cloud Support: = Knowledge Baze ickets 1-877-934.0407 B 0800-083-3012

Cloud Servers Crvervieny
m Home
Overview
g Hosting Overview || DMS || Images || Diagnostics |
s M
Cloud Files Actions For This Server
Cloud Servers »
-~ ===
=
EIJ_H Your Account - = b=y = : x
Consale Feboaot Fescue Febuild Feset Password Delete
Q Support
i Cloud Server Details L=

1 Logout
hitps:/Agb30.cloud-console.comter m 249930 consals

Name & Status

Mame:  Loading... 8 e 5.5 IT i n::;i [
( i oud an an

Status:

Current Action:  Mone

Ager 0 Days

For helpful apps and tools check out Cloud Toolz and the Backspace Cloud iIPhone pade. Control Panel Yersion 2.0.41 - Release Motes
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vCloud Express Vo terremark
Resources Servers Network

Compute Storage Bandwidth

gb
storage

T Ve

Task History 1-20 {of 92)

From: I [ To: I *y Filter [edit]

vypatta@uyatta# traceroute www. iij.ad. jp

traceroute to www.iij.ad. jp (218.138.137.88), 38 hops max, 48 byte packets
o - c 1 18.112.4.2 (18.112.4.2) 1.566 ms 1.233 ms 1.583 mMs

Public IP/Server Task ks 2 204.51.96.3 (284.51.96.3) 1.795 ms 1.684 ms 1.786 ms

vyatta Power off Server IE_QCDH'IFIlEtE 3 (72.46.239.97) 1.624 ms 1.589 ms 1.455 mMs

4 B6.165.178.11 (66.165.178.11) 1.576 ms 1.888 ms 1.221 ms

(_; yCloud Express : Server Remote Console <yyatta> - Windows Internet Explorer

CD/DVD: | 5

vyatta-original Delete Server &Complete

5
204.51.97 193 (HTTP:80) Remove Internet Service @Cl:rmpleta 6 GigabitEthernetZ-8-8.GHWI.MIA4.ALTER.NET (63.65.188.29) 37.867 ms 36.956 ms

36.984 Ms
CentOs Delete Server @Complete 7 B.ge-5-3-B.XL3.MIA4.ALTER.NET (152.63.81.258) d48.369 mMs d48.367 ms 48.357
MS
CentO5 Power off Server @ Complete 8 B.s0-5-2-8.XL3.SJC7.ALTER.NET (152.63.48.6) 92.483 ms 92.524 ns 92.845 ms
_ o P 9 POS6-8.GW2.SJC7.ALTER.NET (152.63.51.45) 92.511 ms 92.415 ms 92.545 ms
CentDs Power on Server GComplete 18 iij-america-sjc-gw.customer.alter.net (152.179.48.2) 93.718 ms 93.798 ms
204.51.97.193 (HTTP:80) Add Internet Service @¢Complete 93.684 ms _ - e
. 11 sjcBB2bb81.11J.Net (216.98.96.253) 83.816 ms 82.925 mus 82.888 ms
Power on Server @Complete 12  tkyBB1bfB1.11J.Net (216.98.96.98) 191.997 ms 191.979 Ms 191.979 Ms

o 13 +tkyBB8bbA1. [1J.Net (58.138.88.246) 181.313 ms 188.952 ms tky@BBbLEA. 11J.Ne

vyatta-original Copy Server @ Complete t (58.138.88.54) 192.561 ms

14 +tkyBBBagrBB.11J.Net (5B8.138.184.26) 192.8681 ms tkyBBBagred.11J.Net (58.138.
184.38) 181.563 ms 181.541 ms"C
[edit]

Vyatta-Original Delete Server -@C-:rmplete

tB-B-B-5.br1.mia.terremark.net (66.165.161.89) 1.873 ms 1.724 ms 1.869 ms



. Wirtual Machines | Filter New Closz

t_‘ RH5-1-clone

(i) 1 OPUs
0o [ 758 MB RAM

“ Windows2003Server-3

(U] 1 OPUs
L 612 MB RAM
™
Closs=
. Oatastores Filter MNew Closz

microsoft-nfs

BN Capaciy BB.3GE
Froe! 4 2GB
Used: 64.0GB

. vmware:storage1 I

[ Oapanity; 120 0GE
Free! B2 0GB
Lised; G6.0GB

isilon-nfs
Capaoity null

Free! null
Used: null

EMC444-80GB

L Capaoity; BE.TGB
Free! 67 2GB
Used: 41 6GB

Close

! wmwara.bachnve.com ;@ Initializing logging facility...

RedHat5-2
(4] 1 GPUs

EE. IZ“:'F' F_+ Updates

s 758 NB RAMN

(V)
. O

Mew Virtual Mach...

()] 1 0PUs
- E12 MBRAM
RedHat5-1
(U] 1 OPUs
e 56 MB RAM
|
RH5-1-clo...

1 CPUs
| 258 MB RAM
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IPv4 / IPv6 Routing » BGPv4, BGPv6 » RIPv2 » |Pv6 Policy
» OSPFv2, OSPFv3* » Stafic Routes » |Pv6 SLAAC
IP Address Management » Static » DHCP Relay » DHCPvE Server
» DHCP Server » Dynamic DNS » DHCPvB Client
» DHCP Client » DNS Forwarding » DHCPvB Relay
Encapsulations » Ethernet » PPPOE » MLPPP
» 802.1Q VLANs » [P in IP » HDLC
» PPP » Frame Relay » GRE
Firewall » Stateful Inspection Firewall » |[Pv6 Firewalling » [CMP Type Filtering
» Zone-based Firewall » Time-based Firewall Rules » Stateful Failover
» P2P Filtering » Rate Limiting
Tunneling / VPN » 55 -based OpenVPN » OpenVPN Client Auto-Configuration
» Site to Site VPN (IPSec) » Layer 2 Bridging over GRE
» Remote VPN (PPTP, L2TP, IPSec) » Layer 2 Bridging over OpenVPN
Additional Security » Network Address Translation » DES, 3DES, AES Encryption » NAT Traversal
» Sourcefire VRT Intrusion Prevention » MDb and SHA-1 Authentication » Role based access control
» VyattaGuard Web Filtering » RSA, Diffie Helman Key Mgmt
WAN / LAN Device Drivers » WAN Device Drivers - ADSL, T1, T3 » IEEE 802.11 wireless » Synchronous Serial
» [ntel 10/100Mbps - 10Gbps » Drivers in 2.6.31 Linux Kemel - V.35, X.21, RS-422, EIA530
Performance Optimization » WAN Link Load Balancing » MLPPP
» Ethernet Link Bonding » ECMP
» Web Caching » Bandwidth Management
QoS Policies » Priority Queuing » Random / Weighted Random » VLAN Tag
» Network Emulator » Classful Queuing » |Pv6 Address
» Round Robin » Ethernet Header Matching » Port Mirroring
High Availability » Stateful Firewall / NAT Failover » Configuration Replication » |[PSec VPN Clustering
» VRRP » RAID 1 » Protocol Fault Isolation
» HA Clustering
Administration & Authentication » Integrated CLI » Telnet » RADIUS
» \Web GUI » SSHv2 / SSH Public Key » TACACS+*
» Vyatta Remote Access API » Binary Image Install » Single Configuration File
Diagnostics & Logging » tcpdump » Serial Loopback Commands » Syslog
» Wireshark Packet Capture » Netflow / sFlow » SNMPv2c

» BGP MD5 Support » LLDP » SNMP for IPv6E
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 Citrix XenServer « Eucalyptus (Open Source)
e Eucalyptus Enterprise Edition e OpenStack

e IBM z/VM  OpenVZ

 RedHat KVM  OpenNebula

e Microsoft Hyper-V Server * |guest

» Oracle Solaris Container e Linux-Vserver

« Parallels Virtuozzo Containers e Linux KVM

 VMware vSphere/vCloud e Xen Cloud Platform
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Inter-Cloud Networking Model

SERVER

vvaTTa | SERVER

Internet (IPv4)

SERVER

SERVER

DataCenter Y Cloud D




Vyatta® OpenVPN#EE 7 £ - 1= 3 SAKURA Internet

Layer 2 Bridging
Ethernet Frame (VLAN99) OpenVPN Tunnel Packet{UDP) Ethernet Frame (VLALN99)
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SERVER SERVER

Internet (IPv4)
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VLAN Bridging

SERVER SERVER

Internet (IPv4)
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VYATTA: Layer 2 Bridging Sample Config VSwith VirtualSwich on Hypervisor (VWIN)

WPS: Virtual Private Server
VMM: Virtual Machine Manager

br0 br0
ethl vtun0 eth0 A.A.AA B.B.B.B eth0 wtun0 ethl
vBwitch vBwitch
interfaces { interfaces {
bridge br0 { bridge bro0 {
} }
ethernet ethO { ethernet ethO {
address A.AAA address B.B.B.B
¥ }
ethernet eth1 { ethernet eth1 {
bridge-group { bridge-group {
bridge brO bridge br0
} }
} }
openvpn vtunO { openvpn vtunO {
bridge-group { bridge-group {
bridge brO bridge br0
h }
mode site-to-site mode site-to-site
remote-host B.B.B.B remote-host A.AAA
shared-secret-key-file froot/key shared-secret-key-file /root/key
¥ }
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Virtual Router Operation TIPS
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Firewall Appliance

!

Firewall Virtual Appliance

- VPN Appliance

VPN Virtual Appliance

SPAM Appliance

SPAM Virtual Appliance
E-Mail Appliance e

’

VOIP Appliance ||| 111 H” |

E-Mail Virtual Appliance

Anti-Virus Appliance I8

Anti-Virus Virtual Appliance

Search Appliance

Search Virtual Appliance

Integration Appliance

<+
4
<4
-+ VOIP Virtual Appliance
-+
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Integration Virtual Appliance
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- Pools of computing resources
- One-to-one ratio of function to device

Standardize on preferred hardware
 Support from multiple sources

Simplify operational support
- Inefficient utilization of hardware

Decrease footprint of each solution

Hardware support from preferred vendor

Efficient utilization of hardware
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Task done by CPU core Task done by
cache

7 70'} ﬁﬁE(VM ) controller

A—JLPERE(VM) CPUMEE(138)
_Tf’rxaﬁﬁE(VM) Process frame 0 }:EIJEﬁE(MIE)
e o WA e 7

T ARV ERE(ER)

Process frame 1 ms @ A
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Intel Virlual Machine Device Queues (VMDaq)
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6:5b:30pm up 2 days 9:42, 93 worlds; CPU load averaze: 0.58, 0.23, 0.09
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= 10:45:05.484

+0.000 BEEN 1.366 505 26382 GET 200 tesckfhtml; charse... htkp:ff
+ 1.144 1m 1.119 345 28262 GET 200 beukicss hikkpe ff
+1.147 | 1.458 343 59612 GET 200 applicationx-jav... http:ff
+3.125 | 0.094 335 341 GET 200 image/qif hitkp: £
+3.157 | | 0.239 340 15567 GET 200 image/prg btk ffs
+ 3,969 [ ] 0,489 338 575 GET 200 image/png htkp: fis
+3.983 A 0.660 340 2480 GET 200 image/ipeq htkp: ffi
+3.985 il 0.688 340 3870 GET 200 image/ipeq htkp: £
+ 3,988 | 0.762 340 3092 GET 200 image/ipeg htkp: ffi
+ 3,990 ] 0.486 350 550 GET 200 image/aif hitkp: /e
+3.999 || 0.775 340 3912 GET 200 image|ipeq httpe ffi
+ 4,007 '] 0.711 340 3338 GET 200 image/ipeg hikkp: £
+ 4,010 il 0.514 340 2598 GET 200 image/ipeq itk fi
+4.015 i 0. 700 340 3865 GET 200 image/ipeq htkp: £
+4.,019 in 0.822 340 3600 GET 200 image/ipeg hikkp: /i
+ 4.023 | 0700 353 2654 GET 200 imaaelipenq hittpe: ffi

<

Owerview | Time Ghart | Headers | Cookies | Gache || Cusry String | POST Data | Gontent | Stream

0.0s 0.680 5 Tirning Key Skarked
Blocked + 0,000

T G — T
Conneck + 0.216

Send I + 0.497

W ait . + 0.501

Receive I + 0.677
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