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SaaS (Software as a Service)
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* Cisco Nexus 1000V

— http://www.cisco.com/web/JP/product/hs/switch
es/nexus1000/index.html

— VMware ESX + vCenter Server + vDS(vNetwork

Distributed Switch) D #EA & 1> TEIME
* Open vSwitch
— http://openvswitch.org/
— Linuxi2Z# 7))y DR EBELTHIFHTAIEE
—NW—FRIED2—)ILEO—RLTHEE




RER AV FHERELLER

Linuxi®£71) 7> | Open vswitch __| Nexus1000V

YA DA AY: fa KVM, Xen KVM, Xen Vmware
VLAN il X O O
INTIRTAILE X X @)
RS9 X O O
sFlow X O X
NetFlow X O O
R—r25— X @) O
DR YTF X OpenFlow vDS
SNMP X X O

CLI X X O
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28 MDUbuntul0.04H—/N\ZAE
Open vSwitch1.1.0pre2Z# A > A—JL
KVMDRE<L UE3BEYRT7 v T L. Open

vSwitch
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sFlowaL 4%

// szm

VLAN100~608 VLAN100~608

Oben vSwitch SSTHYLTYLY ! Open vSwitct

tapl VLAN140 tapl VLAN141 tap2

VLAN140,141(Trunk)

vlan141
10.0.141.2/24

vlan140
10.0.140.2/24

emO emO
10.0.140.1/24 10.0.141.1/24

vmtest21 vmtest22 vmtest23

Ubuntul0.04 15 #% Ubuntul0.04 25 #
(192.168.9.226) (192.168.9.223)




Open vSwitch@ sFlow D £% 7€ (1)

AR —N ETATUREAT

# ovs-vsctl create sFlow agent=eth@ targets=61.211.224.207 sampling=1024

# ovs-vsctl list sFlow
_uuid :
agent : "etho"

external ids : {}

header s []

polling : [

sampling : 1024

targets : ["61.211.224.207"]

N=a 7))L
http://openvswitch.org/ovs-vswitchd.conf.db.5.pdf




Open vSwitch@ sFlow D % 7€ (2)

RARY—/N\ETOTURETT
# ovs-vsctl set Bridge bro sflow=

# ovs-vsctl list Bridge

_uuid : d339a52e-e9d6-41ea-8ab6-2dec4558b9f6

controller s []

datapath_id : "0000005056890010"

datapath_type "

external ids : {}

fail mode s []

flood vlans s [

mirrors s [

name : "bro"

netflow : [

other_config : {}

ports : [4832f6db-540d-41fb9-803d-133fc26a2169,
7105d8dc-028f-4ad4-bd16-42ea32759983,
doe70424-4710-4577-abf7-b02efb8fbede,
fe@7e6bb-6211-4855-8b92-dcb1d7932958]




BT LTHI-

startDatagram flowBlock tag 0:1
datagramSourceIP 59.106.69.99 flowSampleType HEADER
datagramSize 460 headerProtocol 1
unixSecondsUTC 1301981403
datagramVersion 5 strippedBytes 4
headerLen 128
packetSequenceNo 2573 headerBytes 52-54-00-F4-C7-47-<&H&>
sysUpTime 2812000
samplesInPacket 2
startSample decodedVLAN 140
sampleType tag 0:1 decodedPriority ©
sampleType FLOWSAMPLE IPSize 1500
sampleSequenceNo 7412 ip.tot _len 1500
sourceld 0:12

samplePool 7799792
inputPort 12 IPTOS ©
outputPort multiple 2 IPTTL 64
flowBlock tag 0:1001
extendedType SWITCH

UDPBytes 1480
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Throuput | bps]

Tus 18:00
B 52540614747
B s25400f8c140
O ELsE

B TOTAL

Wad OO 00

Cur: 14.53 Mbps
Qur: 16.13 Mbps
Cur: 1.71 kbps
Cur: 31.06 Mbps

Wed 06 00
Ave: 15.53 Hbps
Ave: 15.33 Hbps
Ave:154.30 kbps
Ave: 32,00 Hbps

wed 12 0D

Max: 20,40 Mops
Max: 22,25 Mbps
Max: 1,45 Mops
Max: 39,3 Mops

=
Wed 18 00
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Throuput | bps]

"

¥ A

Tism 18: 00 Wed 00 00 Waed 06 OO wWed 12: 00
B SZ54004487 55 Cur: 31.068 Mbps Awve: 32.00 Hbps Max: 39.24 Mops
B ELSE Cur: 1.71 kbps Ave: G5.64 kbps HMax: L7.271 kbps
B TOTAL Cur: 31,06 Mups Ave: 32.0L Hbps Max: 59, 25 Mops



Throuput | bps]

Tue 18:00
B 14l
B 140
0 BsE
B TOTAL

Wed O 00

Cur: 16.13 Mbps
Cur: 14.93 Mops
Cur; 1.71 kbps
Cur: 31.06 Mbps

Wad OF: DD
Ave: 15.33 Hbps
Ave: 15,53 Hops
Ave:154.20 kbps
Ave: 32.01 Hbps
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Wed 12: 00

Max: F2.35 Mbps
Max; 20,40 Mops
Max: 1.45 Mops
Max: 39,25 Mbps

=
Wed L1E: 00
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Cisco Nexus1000VD % &

flow exporter test-exporter
destination 61.211.224.207
source mgmto
version 9

flow monitor test-monitor
record netflow-original
exporter test-exporter

timeout active 60
cache size 4096

interface Vethernetl
ip flow monitor test-monitor output

interface Vethernet2
ip flow monitor test-monitor output




Cisco Nexus1000VD % &

TEST-VSM# conf t
TEST-VSM(config)# flow record test-record
TEST-VSM(config-flow-record)# ?
collect Specify a non-key field
description Provide a description for this Flow Record
exit Exit from command interpreter
match Specify a key field
no Negate a command or set its defaults

TEST-VSM(config-flow-record)# collect ?
counter Counters to collect
timestamp Timestamp fields
transport Transport layer fields

datalink D70y, o
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TEST-VSM# show flow record netflow-original
Flow record netflow-original:
Description: Traditional IPv4 input NetFlow with origin ASs
No. of users: 1
Template ID: 259
Fields:
match ipv4 source address
match ipv4 destination address
match ip protocol
match ip tos
match transport source-port
match transport destination-port
match interface input
match interface output
match flow direction
collect routing source as
collect routing destination as
collect routing next-hop address ipv4
collect transport tcp flags
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last




nfdump TERRL TH7=

% nfdump -r nftest/nfcapd.201006251145

Date flow start Duration Proto Src IP Addr: Dst IP Addr Packets Bytes Flows
2010-06-24 07:16:04.570 0.057 UDP 10.0.0. 10.0.0. 251 62289
2010-06-24 07:16:04.747 .059 UDP 10. 10. 91 47856
2010-06-24 07:16:04.742 .059 UDP 10. 10. 196 45314
2010-06-24 07:16:04.724 .059 UDP 10. 10. 250 59428
2010-06-24 07:16:04.726 .035 UDP 10. 10. 225 5481
2010-06-24 07:16:04.628 .060 UDP 10. 10. 234 45852
2010-06-24 07:16:04.712 .052 UDP 10. 10. 103 59938
.060 UDP 10. 10. 210 22803
2010-06-24 07:16:04.731 .059 UDP 10. 10. 79 39320
2010-06-24 07:16:04.713 .059 UDP 10. 10. 181 30755
2010-06-24 07:16:04.695 0.059 UDP 10.0.0.1:0 10. : 26 56224
Summary: total flows: 11, total bytes: 475260, total packets: 1846, avg bps: 16.1 M, avg pps: 7822, avg bpp: 257
Time window: 2010-06-24 07:16:04 - 2010-06-24 07:16:04

Total flows processed: 11, Blocks skipped: @, Bytes read: 596

Sys: 0.001s flows/second: 5774.3 Wall: 0.000s flows/second: 35947.7

2010-06-24 07:16:04.699
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